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Sandgate School operates on 2 sites. Contact details are below:

Sandgate School Sandgate@QKS
Sandylands Road Sandylands Road
Kendal Kendal

Cumbria Cumbria

LA9 61G LA9 6P

01539 792100 01539 743950
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Sandgate School is committed to reflecting the United Nation Convention on the Rights of the Child in its policies and practice. The rights of the child considered to be especially relevant to this policy include:

Article 2 - Non-discrimination.

Article 3 - Best interests of the child.

Article 4 - Protection of Rights.

Article 6 - Survival and development
Article 7 - Registration, name, nationality, care 

Article 8 - Identity  

Article 12 - Respect for the views of the child
Article 13 - Freedom of expression
Article 14 - Freedom of thought, belief and religion
Article 15 - Freedom of association
Article 16 - Right to privacy
Article 17 - Access to information from mass media
Article 19 - Protection from violence and abuse
Article 15 - Freedom of Association.

Article 23 - Children with a disability                                                            
Article 28 - Right to education
Article 29 - Goals of education
Article 31 - Leisure, Play and Culture.

Article 34 - Sexual exploitation

article 36 - Other exploitation
Article 42 - Knowledge of rights
Equality Impact
This policy has been written to allow safe access to Information Technology for all of our young people, their parents and carers, staff and governors. It accepts that there has to be a procedure around technology to safeguard all stakeholders.
This document is written in combination with the schools E-safety Policy (2018), with reference to General Data Protection Regulations (GDPR).

The Curriculum
Through our curriculum, we aim to enable all young people to become
· Successful learners who enjoy learning, make progress and achieve

· Confident individuals who are able to lead safe, healthy and fulfilling lives

· Responsible citizens who make a positive contribution to society
A high-quality computing education equips pupils to use computational thinking and creativity to understand and change their world.  Computing has deep links with mathematics, science, and design and technology, and provides insights into both natural and artificial systems. The core of computing is computer science, in which pupils are taught the principles of information and computation, how digital systems work, and how to put this knowledge to use through programming.  The curriculum also ensures that pupils become responsible, safe and digitally literate, able to use, and express themselves and develop their ideas through, information and communication technology at a level suitable for the future workplace and as active participants in a digital world.

Aims of Computing

Sandgate School aims to ensure that, at their own level, our pupils:

· Can understand and apply the fundamental principles and concepts of computer science
· Can analyse problems in computational terms, and have repeated practical experience writing computer programs in order to solve such problems

· Can evaluate and apply information technology, including new or unfamiliar technologies, analytically to solve problems

· Are responsible, competent, confident and creative users of information and communication technology

Skill sets

The skills to achieve the curriculum aims make up a single framework that is essential to young people’s successes, life and work:

· Functional skills in English, Mathematics and ICT

· Team working

· Self-management

· Independent enquiry

· Reflective learning

· Creative participation

· Functional Life Skills application
· Safe access to ICT

The delivery of the ICT curriculum will endeavour to support development of the above skill sets

Equal Opportunity

All children should have access to the use of computing technologies regardless of gender, race, cultural background or physical or sensory disability. Where use of a school computer proves difficult for a child because of a disability, the school will endeavour to provide specialist equipment and software to enable access. Children can gain greater access to the whole curriculum with these technologies. Their motivation can be raised and they are able to improve the accuracy and presentation of their work. This in turn can foster greater levels of self-esteem and inclusion.

The Teaching of ICT
Organisation of Classes

Teaching of ICT is organised through the Foundation Stage and Key Stages 1 – 5 according to class groupings.
EYFS and Key Stage One
ICT is encompassed in Knowledge and Understanding of the World and this will include; observing and sorting, finding similarities and differences, asking questions, predicting and testing. ICT will be used across the whole curriculum with students being encouraged to experiment and find out how things work. They will learn that information can be presented in different forms, and that it can be used to help them make choices and to communicate like and dislikes. They learn that machines and devices can be controlled and used creatively to develop and express ideas

Some students will explore software programs to find out what they can do. 
ICT is taught in an integrated play-based setting.  

Key Stage Two
ICT at Key Stage Two is taught as part of a topic cycle but with lessons becoming more formalised, students are further encouraged to use ICT tools independently and begin to use proper ICT terminology. They continue to look at technology in the world around them and its functional use and application.
Key Stage Three 
ICT is taught throughout the curriculum with an emphasis on becoming more independent and the following of formal experimental practice. The curriculum should offer opportunities to:

· make choices about when and where it is appropriate to use technology to support them in their learning and everyday life

· work creatively and collaboratively
· be independent, discriminating and reflective when choosing when to use technology

· apply ICT to real-life situations when solving problems and carrying out a range of                                                  tasks and enquiries                                                      

· share their views and experiences of ICT, considering the range of its uses and its significance to individuals, communities and society

· use ICT in other subjects and areas of learning with contexts that are relevant and interesting to them.
Key Stage Four 

The curriculum for students at Key Stage Four follows the skills list set out in Key Stage Three but may also be steered by an external accreditation process that all students can undertake. Some students will work towards the AQA Entry Level ICT or Unit Award Schemes whilst others will follow the ASDAN accreditation system.  Students begin to develop their application of skills across their everyday working life.
Key Stage Five

ICT is part of every facet of the post 16 curriculum with skills being reinforced or taught as necessary. Students are encouraged and helped to make full use of computers, i-pads and other ICT to aid them with all aspects of the curriculum and to improve their presentation.  They are also encouraged to apply these skills within the functional and practical aspects of their everyday life at home and in the community.

Individual Opportunity

The curriculum and experience within ICT at Sandgate is designed for all students to access it on a level, which is appropriate to their understanding. This necessitates a number of different approaches, including for some students a sensory-based curriculum. All students will have access to the entirety of the scheme of work, but how they approach it will be individualised. This will be reflected through Individual Education Plans and class based differentiation.

Arrangements for Monitoring
Whilst the ICT Subject Leader will be responsible for monitoring and organising ICT in school, class teachers will take responsibility for the delivery and assessment of ICT within their classes. Class teachers will provide termly planning, and exemplar work as required. The Headteacher and School Governing Body will have ultimate responsibility for the ICT curriculum.  Assessment data for ICT will be collected termly within K1-KS4 and assessed comparatively.  
Recording and Tracking Student Attainment

The recording and tracking of student attainment will allow staff to assess student understanding and appraise their own classroom practise effectiveness. It will provide data for the ICT Subject Leader from which areas of weaknesses may be assessed and targeted. 

Classes have a digital progress file, which includes examples from ICT lessons.  Progress will be reported to parents. Part of the record keeping process will take into account the need for records to be placed in a format that can, wherever possible, be readily understood by students themselves.

Accreditation Opportunities

All students at Key Stage Four and Five will have the opportunity of having their work externally accredited. This is currently through AQA Entry Level Certificate and ASDAN.

Links to Other Subjects

Planning of ICT lessons will take into account all aspects of the curriculum (where possible) in the needs of students and will utilise ICT as a supportive tool, seeking to further develop skills in these areas through the medium of ICT.

Homework

Opportunities to practice skills and use ICT are set by class teachers when appropriate.
Health and Safety

All safety procedures, guidance and instructions as listed in the Cumbria County Council ICT health and safety guidance are referred to. A copy of this is kept in the ICT / technology room. The Subject Leader is prepared to discuss any aspect of safety with individual staff or at team meetings.
E-safety is delivered through specific formal and informal lessons and all stakeholders are made aware of expectations and supported by SLT and the subject leader.  Links to e-safety specific support are in school and on the website.
Review and evaluation procedures

The everyday use of communication technology is developing rapidly, with new technology being produced all the time. This policy therefore will be reviewed and revised on a yearly basis. The ICT Subject Leader will liaise regularly with staff, both at staff meetings and informally, to monitor the effectiveness of the policy and the Computing curriculum. Meetings with subject leaders will also ensure that the use of information technologies across the curriculum is planned for and evaluated.
Acceptable Use
This policy applies to all employees and volunteers within the school and in respect of all ICT   resources and equipment within the school and resources that have been made available to staff for working at home.  ICT resources and equipment includes computer resources, use of school internet access and email systems, software (including use of software such as SIMS), school telephones and text systems, cameras and recording equipment, intranet and virtual learning environment and any other electronic or communication equipment used in the course of the employee or volunteer’s work. 

This policy also provides advice to members of staff and volunteers in respect of the potential risks and consequences in relation to inappropriate use of their own personal ICT facilities, where this use is inconsistent with the expectations of staff working with children and young people. 
Access to systems
School staff will be provided with a log on where they are entitled to use the school ICT facilities and advised what hardware and software they are permitted to access, including access to the internet and email.  Unless indicated, staff can use any facilities available subject to the facilities not being in use by pupils or other colleagues.  Access is provided to enable staff to both perform their role and to enable the wider staff in the school to benefit from such facilities.  Where staff have been provided with a school email address to enable them to perform their role effectively, it can be used to communicate with parents.
Access to certain software packages and systems (e.g. intranet; CCC portal, SIMS) will be restricted to nominated staff and unless permission and access has been provided, staff must not access these systems. 

Some staff may be provided with laptops and other equipment for the performance of their role.  Where provided, staff must ensure that their school laptop/other equipment is not accessible by others when in use at home and that it is not used inappropriately by themselves or others.  Staff must also ensure that they bring their laptop/equipment in as required for updating of software, licences and virus protection.  
Where the school operates a remote access system, staff using this facility are expected to ONLY access this for personal use and that it is used appropriately by themselves.  In this situation, where personal devices may be linked to cloud systems when accessing, staff are asked to monitor this as this may present a risk to General Data Protection Regulations (GDPR).  Data accessed when using remote system should not be transferred to the device being used, all work should be completed online.  
Where the school provides digital cameras and other recording equipment for educational and school business use and it is used away from the school site, it must be kept secure and safe. Where pictures of pupils are taken, staff must ensure that they ensure consent has been provided by parents, and that the school’s policy in relation to use of pictures, is followed. All pictures should be deleted off cameras and devices once used. If you are out of school in another setting, (for example in another school or college or a shop) you must seek the permission of the establishment you are in.
Staff may use, in urgent or emergency situations during off site visits, their personal mobile telephones.  School staff who have access to colleagues’ personal contact details must ensure that they are kept confidential.  No mobile telephones or similar devices, even those with hands free facilities should be used whilst driving on school business. 

If staff want or need to access the school telephone system for  personal  use, they must check with SLT.  Where such use is made of this facility, it must be done during break periods, must not be excessive and the school should require either the cost of the call or a donation to be made towards the cost of the call. 

Communication with parents, pupils and governors 

The school communicates with parents and governors through  a  variety  of  mechanisms.        The points below highlight who is normally authorised to use  which  systems  and  can  directly  communicate  without  requiring  any approval before use or to agree content.  School must indicate to staff if any other staff are permitted to make contact using the systems below:

School Telephones – all teachers, administrative staff and staff who have been permitted through their roles in pupil welfare or a home/school link staff.  
Staff use of mobile phones
Staff are not permitted to make/receive calls/texts of a personal nature during contact time with children. Emergency contact should be made via the school office and/or via landlines located in each classroom, SLT or Teacher in Charge phone or by walkie-talkies where provided. 

Staff should have their phones on silent or switched off and out of sight (eg in a drawer, handbag) during class time.  Mobile phones should not be used in a space where children are present (eg classroom, corridor, playground.  Use of phones (including receiving/sending texts and emails) should be limited to non-contact time when no children are present e.g in office areas, staff room, empty classrooms.  

Staff must security protect access to their phone.  Should there be exceptional circumstances (e.g acutely sick relative), then staff should make the Headteacher and office staff aware of this so messages can be relayed promptly.

Staff are not at any time permitted to use recording equipment on their mobile phones, for example: to take recordings of children or share images. Legitimate recordings and photographs should be captured using school equipment such as cameras, ipads or school phones.  Staff should report any usage of mobile devices that causes them concern to the Headteacher.
We recognise that mobile phones provide a useful means of communication on off-site activities. However, staff should ensure that mobile use on these occasions is appropriate and professional (and will never include taking photographs of children).  Phones should not be used for other personal purposes as they are supervising students, even whilst on bus journeys etc as their role is to be in full supervision of the young people they are with.
Mobile phones should not be used to make contact with parents during school trips – all relevant communications should be made via the School Office.  Where parents are accompanying trips they are informed not to make contact with other parents (via calls, text, email or social networking) during the trip or use their phone to take photographs of children. 

Pupils use of phones in school                                                                                               We recognise that mobile phones are part of everyday life for many children and that they can plan an important role in helping pupils to feel safe and secure. We also recognise that they can prove a distraction in school. Therefore, with permission from school, pupils are permitted to have mobile phones at school or on trips.  When in school, they must leave it turned off, in class or their locker and collect it at the end of the school day. Students travelling on long journeys to and from school may choose to use these, but once in school, the devices will be handed in to the class teacher for safekeeping until the end of the day. Whilst we will endeavour to keep this technology secure, the school takes no responsibility for any accidental loss or damage to mobile phones brought into school.  Mobile phones brought to school without permission will be confiscated and returned at the end of the day.

Volunteers, Visitors, Proprietors, Advisers and Contractors use of phones in school      All Volunteers, Visitors, Proprietors, Advisers and Contractors are expected to follow our mobile phone policy as it relates to staff whilst on the premises. On arrival, such visitors will be informed of our expectations around the use of mobile phones.

Parental use of mobile phones in school                                                                               While we would prefer parents not to use their mobile phones while on school premises, we recognise that this would be impossible to regulate and that many parents see their phones as essential means of communication at all times. We, therefore, ask that parents’ usage of mobile phones, whilst on the school site is courteous and appropriate to the school environment. We do allow parents to photograph or video school events such as shows or sports day using their mobile phones – but insist that parents do not publish images (eg on social networking sites) that include any children other than their own. 
Parents/carers are reminded of this at the start of every school event.
Letters – Staff who send letters home on paper or via Parentmail are required to have these approved by SLT before sending.    
Email – school email accounts can be used for communication with parents if appropriate for the parent and staff member.  Although a parent can contact a staff member at any time, there is no expectation that the staff member will reply “out of hours”. SLT and the governors strongly suggest that school emails are not linked to personal ICT systems so that staff can maintain a healthy work life balance and maintain wellbeing.
Email is used as a normal method of communication amongst school governors and where governors are linked in particular areas with members of staff, communication may take place via email. 

Visits home – All home visits are normally subject to approval by the senior leadership team and must follow the school’s policy on home visits. 

Under normal circumstances, school  staff  should  not  be  using  any  of  the  methods  outlined  above  to communicate directly with pupils.  If a member of staff needs to contact pupils direct via any of these methods, this must be approved by the Head teacher. 

Social Networking 
School staff are advised to exercise extreme care in their personal use of social networking sites, giving consideration to their professional role working with children.  Staff should make appropriate use of the security settings available through social networking sites and ensure that they keep them updated as the sites change their settings.  Staff should never post any content on a social media site which would bring the school into disrepute. Staff are advised that inappropriate communications that come to the attention of the school can lead to disciplinary action.

Under no circumstances should any school staff have any pupils or any ex-pupils under the age of 18 as friends on their social networking sites.  School staff are strongly advised not to have any online friendships with any young people (i.e. including those at other schools) under the age of 18, unless they are family members.  Where school staff do accept friendships via their social networking with ex-pupils aged over 18, they are advised to notify the head teacher.  Staff in secondary setting are strongly advised to exercise care and consideration before accepting online friendships with ex-pupils aged under 21.  This is particularly relevant where the pupils have left the school recently (e.g. they were a pupil in the school’s sixth form) or the pupil or their family have an on-going relationship with the school (e.g. they have siblings that continue to attend the school).   

School staff are not to accept friendships via their social networking with parents, ex-parents and governors.  The only exception to this is where parents are also members of staff, where both parties are bound by the school’s code of confidentiality regarding discussions of school matters on line. School staff are able to accept friendships with colleagues via their social networking site but should take care in communications exchanged, and never share images of colleagues without their consent.  Senior staff and those who have line management responsibility are advised to consider the appropriateness of accepting colleagues, particularly those who they manage, as friends on social networking sites.  Where accepted, staff should take care to exercise discretion in relation to the communications exchanged. 

Where the school uses social networking sites as a means of communication with the school community, school staff must follow the guidance provided by the school in the use of the sites. 

Where school staff become aware that there is information about them held on social networking sites that causes them personal concern, they should alert the head teacher to their concern.
Unacceptable Use  
School systems and resources must not be used under any circumstances for the following purposes: 

· to communicate any information that is confidential to the school or to communicate/share confidential information which the member of staff does not have authority to share 

· to  present  any  personal  views  and  opinions  as  the  views  of  the  school,  or  to  make  any  comments  that  are libellous, slanderous, false or misrepresent others 

· to  access,  view,  download,  post, email  or  otherwise  transmit  pornography,  sexually  suggestive or  any other type of offensive, obscene or discriminatory material 

· to  communicate  anything  via  ICT  resources  and  systems  or  post  that  may  be  regarded  as  defamatory, derogatory, discriminatory, harassing, bullying or offensive, either internally or externally 

· to communicate anything via ICT resources and systems or post that may be regarded as critical of the school, the leadership of the school, the school’s staff or its pupils

· to  upload,  download,  post,  email  or  otherwise  transmit  or  store  material  that  contains  software viruses or any  other  computer  code,  files  or  programmes  designed  to  interrupt,  damage,  destroy  or  limit the functionality of any computer software or hardware or telecommunications equipment 

· to collect or store personal information about others without direct reference to The Data Protection Act and in reference to GDPR.
· To use the school’s facilities to undertake any trading, gambling, other action for personal financial gain, or political purposes, unless as part of an authorised  curriculum project 

· to visit or use any online messaging service, social networking  site, chat site, web based email or discussion forum not supplied or authorised by the school 

· to  undertake  any  activity  (whether  communicating,  accessing,  viewing,  sharing.  uploading  or  downloading) which has negative implications for the safeguarding of children and young people 

· any  of  the  above  activities  are  likely  to  be  regarded  as  gross  misconduct,  which  may,  after  proper investigation, lead to dismissal.  If employees are unsure about the use of ICT resources including email and the intranet, advice should be sought from a member of the Senior Leadership Team or ICT lead if applicable. 

· Where  an  individual  accidently  accesses  a  website  or  material  that  they  consider  to  be  pornographic  or offensive, this should be reported immediately to the Head teacher or other member of the senior leadership team.  Schools are encouraged to use appropriate blocking software to avoid the potential for this to happen.  

· Reporting to the Head teacher or senior leadership team equally applies where school staff are using school equipment or facilities at home and accidentally access inappropriate sites or material. 

· Where  an  individual  has  been  communicated  with  in  a  manner  outlined  above  (e.g.  has  received  an inappropriate  email  or  attachment),  they  are  advised  to  report  this  immediately  to  the  Head  teacher  or another member of the senior leadership team so that this can be dealt with appropriately. 

Personal and private use 
All school staff with access to computer equipment, including email and internet, are permitted to use them for occasional personal use provided that this is access is not: 

· taking place at the expense of contracted working hours (i.e. is not taking place during paid working time) 

· interfering with the individual’s work 

· relating to a personal business interest  

· involving the use of news groups, chat lines or similar social networking services 

· at a cost to the school 

· detrimental to the education or welfare of pupils at the school

It is important for staff to also be aware that inappropriate use of their own or other ICT facilities in their personal time, can have implications for their employment situation where this becomes known and the activities that are undertaken are inconsistent with the expectations of staff working with children and young people.   

Where School staff have brought their own personal equipment such as mobile telephones, digital assistants, laptops and cameras, into the school, these personal items should not be used during pupil contact sessions unless authorised. Photographs of children at school events etc. should only be taken on school authorised equipment unless permission is given by SLT or the subject leader (Only by SLT).  Staff should follow all points outlined in this section in relation to their personal use. Staff should ensure that there is no inappropriate content on any of these pieces of equipment and ensure that they are not accessed by pupils at any time.  Such equipment should not normally be required to enable staff to undertake their role but where it is used; staff should take care to ensure any school data/images are deleted immediately following use of the equipment. SANDGATE HAS INVESTED IN A NEW SCHOOL CAMERA FOR ALL CLASSES IN 
Whilst individuals may be required to use their personal mobile telephone to make contact with the school, staff should make sure they are in a safe place to text/call and are seen by the public to be supporting students/not using their phone. 

Security and confidentiality  

Any concerns about the security of the ICT system should be raised with a member of the senior leadership team. 

Staff are required to ensure that they keep any passwords confidential, do not select a password that is easily guessed and regularly change such passwords.  Supply staff and students should log on using the 

designated logon rather than using the class teachers. 

School staff must take account of any advice issued regarding what is permitted in terms of downloading educational and professional material to the school server.  Where staff are provided with a memory pen/external hard drive for such activity, to both protect the integrity of the server and to save space, this should be used.  All staff must review the appropriateness of the material that they are downloading prior to downloading and are encouraged to do so from known and reputable sites to protect the integrity of the school’s systems.  Where problems are encountered in downloading material, this should be reported to the school’s ICT lead. 

Where staff are permitted to work on material at home they should access the network through the proper remote log in procedure, making sure they log off properly. Use of USB memory sticks and other portable devices should only be used when properly checked for viruses and remote log on is not available.  

Following GDPR guidelines, USB memory sticks/storage devices should not be used to transport pupil data or information and should only be used for transferring non-data and pupil specific information.  

Whilst any members of school staff may be involved in drafting material for the school website/social media facilities, staff must ensure that they follow appropriate and agreed approval processes before uploading material. 

The schools technical support are responsible for ensuring that all equipment is regularly updated with new software including virus packages and that licences are maintained on all school based and school issued equipment. Staff must ensure that they notify the nominated staff when reporting any concerns regarding potential viruses, inappropriate software or licences. 

Staff must ensure that their use of the school’s ICT facilities does not compromise rights of any individuals under the Data Protection Act & GDPR. This is particularly important when using data off site and electronic data must only be taken off site in a secure manner, either through password protection on memory pens or through encrypted memory pens/devices.  This is also particularly important when communicating personal data via email rather than through secure systems.  In these circumstances, staff must ensure that they have password protected the document and have the correct email address and  have  verified  the  identity  of  the  person that they are communicating the data with. 

Staff must also ensure that they do not compromise any rights of individuals and companies under the laws of Copyright through their use of ICT facilities. 

Monitoring  

The school uses Cumbria County Council’s ICT services and therefore is required to comply with their email, internet and intranet policies.  The school and county council reserve the right to monitor the use of email, internet and intranet communications and where necessary data may be accessed or intercepted in the following circumstances: 

· to ensure that the security of the school and county council’s hardware, software, networks and systems are not compromised 

· to  prevent  or  detect  crime  or  unauthorised use of the school or county council’s hardware, software, networks or systems 

· to gain access to communications where necessary where a user is absent from work
It will be normal practice for staff to read this policy as part of their induction and sign to say they have read it as part of the induction process. 

Staff must comply with the terms of this policy.  Any breach will be considered to be a breach of disciplinary rules, which may lead to a disciplinary sanction (e.g. warning), dismissal, and/or withdrawal of access to ICT facilities.  Staff should be aware, that in certain instances, inappropriate use of ICT may become a matter for police or social care investigations.

E-Safety
Staff should understand the schools’ responsibility to educate our pupils on E-Safety issues; teaching them the appropriate behaviours and critical thinking skills to enable them to remain both safe and legal when using the internet and related technologies, in and beyond the context of the classroom through our filtered web access. Pupils and staff are given the support, through advocacy of good practice, to use ICT safely. All pupils have their use monitored as appropriate.

Effective safeguarding requires that everyone in the school has a shared responsibility to secure any sensitive information used in their day to day professional duties, including staff not directly involved in data handling who should be made aware of the risks and threats and how to minimise them.
Disposal of devices & technology
All redundant ICT equipment will be disposed of through an authorised agency (QKS Tech Support), and recorded in the schools equipment log as appropriately redundant.  No ICT equipment should be disposed of without the prior consent of a member of the school’s SLT or subject lead.  Hard discs and other data recording components should be wiped clean or destroyed prior to disposal.

E-Safety in the Curriculum
ICT and online resources are used across the curriculum.  It is essential for E-Safety guidance to be given to the pupils on a regular and meaningful basis.  E-Safety is embedded within our curriculum and we continually look for new opportunities to promote E-Safety.  Educating pupils on the dangers of technologies that maybe encountered outside school is done formally and informally when opportunities arise and as part of the E-Safety curriculum.

Older pupils are made aware of the impact of Cyberbullying and know how to seek help if they are affected by any form of online bullying.  Pupils are also aware of where to seek advice or help if they experience problems when using the internet and related technologies; i.e. parent/ carer, teacher/ trusted staff member, or an organisation such as Childline or The Child Exploitation and Online Protection Centre (CEOP) report abuse button.

E-Safety Skills Development for Staff
All staff are provided with effective e-safety training.

All staff must incorporate e-Safety activities and awareness within their curriculum areas

Use of the internet
It is recommended that pupils are supervised when on the internet, unless permission is given by head teacher.  Staff will preview any recommended sites before use.  Raw image searches are discouraged when working with pupils 

Incident Reporting 
Any security breaches or attempts, loss of equipment and any unauthorised use or suspected misuse of ICT must be immediately reported to the head teacher

Managing Technologies
· At present, across both school sites access to social networking sites is denied to pupils within school unless supervised through the machine in the sensory room. 

· Staff are reminded that their duty of confidentiality applies to use of the internet and as such applies to sites such as Facebook etc. School business should not be conducted via such sites and you should not link to parents, carers or students through them.

· Youtube may be accessed and downloaded by staff. Any clips must be viewed in total before being used in a lesson.

· Pupils are always reminded to avoid giving out personal details on such sites which may identify them or where they are (full name, address, mobile/ home phone numbers, school details, IM/ email address, specific hobbies/ interests)

· Our pupils are advised to set and maintain profiles on such sites to maximum privacy and deny access to unknown individuals

· Pupils are encouraged to be wary about publishing specific and detailed private thoughts online

· Our pupils are asked to report any incidents of bullying to the school

· Staff may only create blogs and other systems in order to communicate with pupils using apps approved by the head teacher.

Parental Involvement
Parents are encouraged to support good practice and share responsibility in safe ICT practice both at home and at school.

Parents are offered training in E-safety Issues. Information is also available on the school website.

Review Procedure
There will be an on-going opportunity for staff to discuss with the E-Safety lead any issue of E-Safety that concerns them.

This policy will be reviewed every (12) months and consideration given to the implications for future whole school development planning

This policy has been read, amended and approved by the staff, head teacher and governors.
Appendices
Primary Pupil Acceptable Use   

Agreement / E-Safety Rules

· I will only use ICT in school for school purposes, being responsible for its handling and safety.

· I will only use my own school e-mail address when e-mailing. 

· I will only open e-mail attachments from people I know, or who my teacher has approved.

· I will not tell other people my ICT passwords.

· I will only open/delete my own files.

· I will make sure that all ICT contact with other children and adults is responsible, polite and sensible.

· I will not deliberately look for, save or send anything that could be unpleasant or nasty.   If I accidentally find anything like this I will tell my teacher immediately. 

· I will not give out my own details such as my name, phone number or home address.  I will not arrange to meet someone unless this is part of a school project approved by my teacher and a responsible adult comes with me.

· I will be responsible for my behaviour when using ICT because I know that these rules are to keep me safe.  

· I know that my use of ICT can be checked and that my parent/ carer contacted if a member of school staff is concerned about my E-Safety.   

Please turn over, sign and return to school

Dear Parent/ Carer

ICT including the internet, e-mail and mobile technologies, etc has become an important part of learning in our school.   We expect all children to be safe and responsible when using any ICT.  

Please read and discuss these E-Safety rules with your child and return the slip at the bottom of this page to the office.  If you have any concerns or would like some explanation please contact their class teacher or the ICT/E-Safety Co-ordinator Colin Pearson.

(
Parent/ carer signature

We have discussed this and ……………………………………..........(child name) agrees to follow the E-Safety rules and to support the safe use of ICT at Sandgate School.

Parent/ Carer Signature …….………………….…………………………. 

Class ………………………………….  Date ……………………………… 

Acceptable Use Agreement: Pupils – Secondary

Secondary Pupil Acceptable Use - Agreement / E-Safety Rules

· I will only use ICT systems in school, including the internet, e-mail, digital video, mobile technologies, etc. for school purposes, being responsible for its handling and safety.

· I will not download or install software on school technologies.

· I will only log on to the school network/ Learning Platform with my own user name and password.

· I will follow the schools ICT security system and not reveal my passwords to anyone.

· I will only use my school e-mail address.

· I will be responsible for my behaviour when using the Internet.  This includes resources I access and the language I use.

· I will not deliberately browse, download, upload or forward material that could be considered offensive or illegal.   If I accidentally come across any such material I will report it immediately to my teacher.

· I will not give out any personal information such as name, phone number or address.  I will not arrange to meet someone unless this is part of a school project approved by my teacher.

· Images of pupils and/ or staff will only be taken, stored and used for school purposes inline with school policy. 

· I will not attempt to bypass the internet filtering system.

· I understand that all my use of the Internet and other related technologies can be monitored and logged

· I understand that these rules are designed to keep me safe and that if they are not followed, school sanctions will be applied and my parent/ carer may be contacted.

Please turn over, sign and return to school

Dear Parent/ Carer                          

ICT including the internet, learning platforms, e-mail and mobile technologies have become an important part of learning in our school.   We expect all pupils to be safe and responsible when using any ICT.  It is essential that pupils are aware of E-Safety and know how to stay safe when using any ICT.

Pupils are expected to read and discuss this agreement with their parent or carer and then to sign and follow the terms of the agreement.  Any concerns or explanation can be discussed with their class teacher or the Sandgate School ICT/E-Safety coordinator, Colin Pearson.  

Please return the bottom section of this form to school for filing.

(
Pupil and Parent/ carer signature

We have discussed this document and ……………………………………..........(pupil name) agrees to follow the E-Safety rules and to support the safe and responsible use of ICT at  Sandgate School.

Parent/ Carer Signature …….………………….…………………………. 

Pupil Signature……………………………………………………………….

Form ………………………………….  Date ……………………………… 

Acceptable Use Agreement: Staff, Governors

All staff are expected to sign this policy and adhere at all times to its contents.  Any concerns or clarification should be discussed with Sandgate School ICT/E-Safety coordinator or the Headteacher. 

· I will only use the school’s email / Internet / Intranet / Learning Platform and any related technologies for professional purposes or for uses deemed ‘reasonable’ by the Head or Governing Body.

· I will comply with the ICT system security and not disclose any passwords provided to me by the school or other related authorities

· I will ensure that all electronic communications with pupils and staff are compatible with my professional role.
· I will not give out my own personal details, such as mobile phone number and personal e-mail address, to pupils. 

· I will only use the approved, secure e-mail system(s) for any school business.

· I will ensure that personal data (such as data held on MIS software) is kept secure and is used appropriately, whether in school, taken off the school premises or accessed remotely.  Personal data can only be taken out of school or accessed remotely when authorised by the Head or Governing Body. Personal or sensitive data taken off site must be encrypted.

· I will not install any hardware of software without permission of ICT Lead, Technical Support or Headteacher.

· I will not browse, download, upload or distribute any material that could be considered offensive, illegal or discriminatory. 
· Images of pupils and/ or staff will only be taken, stored and used for professional purposes online with school policy and with written consent of the parent, carer or staff member.  Images will not be distributed outside the school network without the permission of the parent/ carer, member of staff or Headteacher.

· I understand that all my use of the Internet and other related technologies can be monitored and logged and can be made available, on request, to my Line Manager or Headteacher.  

· I will respect copyright and intellectual property rights.

· I will ensure that my online activity, both in school and outside school, will not bring my professional role into disrepute.

· I will support and promote the school’s e-Safety and Data Security policies and help pupils to be safe and responsible in their use of ICT and related technologies. 

User Signature

I agree to follow this code of conduct and to support the safe and secure use of ICT throughout the school

Signature …….………………….………… Date ……………………

Full Name…………………………………............(printed)

Job title………………………………….

Please return completed slips to the office.[image: image2.png]
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